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The Consistency-based Approach to
Automated Diagnosis of Devices

OSKAR DRESSLER, PETER STRUSS

ABSTRACT. This chapter surveys theories that provide principled
approaches to automating the task of diagnosing broken artifacts and
presents systems that implement these approaches. The key idea of
model-based diagnosis is to explicitly represent the knowledge about
a device as a model of the device structure and of the behavior of its
constituents and to organize diagnosis as an inference process based
on this model and the observed behavior. This approach created the
demand for and the possibility of developing a rigorous theoretical
foundation for automated diagnosis. In particular, this comprises a
formal characterization of the goal and of the inferences that achieve
the goal, given model-based predictions and the actual observations
of the artifact’s behavior. We argue that diagnosis is becoming a
major field of application and an important touchstone for the utility
of logical theories and Al.

1 Introduction

In this chapter we present the foundations of an area in automated problem
solving which we feel to be exciting and important for several reasons. In a
little more than ten years, work on automated diagnosis based on models
has managed both to establish a strong theoretical basis and to create a
technology mature enough to tackle real industrial applications. It is now
well-positioned in the fringe where rigorous theories and requirements from
real-world applications meet. This does not only allow us to build applica-
tion systems with formally stated preconditions and provable capabilities
and properties. It also provides challenges for theoretical work and hard
criteria for evaluating its results and helps to focus it. In fact, we believe
that model-based diagnosis can really become one of the rare success stories
in artificial intelligence where a logical theory is the rigorous foundation for
A Great Collection
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2 / OSKAR DRESSLER, PETER STRUSS

automated reasoning systems that solve tough real world problems, such
as localizing an unforeseen fault in an unexperienced device. The potential
impact misdiagnoses and wrong situation assessments have on the safety
of people and on the environment stresses the importance of such powerful
diagnostic systems.

This development was possible after a critical assessment of the nature
and limitations of “First Generation Diagnostic Expert Systems”, which
were predominant in the seventies, with a major focus on medical diagno-
sis. These systems (with the blood infection diagnosis system MYCIN as
the most famous instance) captured diagnostic skills by sets of more or less
direct associations between observable symptoms and diseases as their po-
tential causes (“IF symptom S THEN disease D with certainty C”). Being
grounded in experience gained in previous cases, diagnosis was treated as
collecting empirical evidence for the presence of certain malfunctions rather
than a strict deductive process, providing no demand for a rigorous logical
treatment. The necessity to state diagnostic knowledge in terms of explicit
symptom-fault associations inherently limited the scope of applicability.
Only the identification of previously encountered faults was possible based
on previously observed symptoms of systems that are well experienced to
allow for the enumeration of the relevant associations. Because these as-
sociations tend to be quite specific for narrow types of systems, building
such systems was a matter of time-consuming single-piece production.

All this turned out to be too restrictive when confronted with require-
ments in diagnosis of technical devices. Industrial application of automated
diagnosis has to cover the detection and localization of new kinds of (combi-
nations of ) faults, exhibited by newly designed and constructed systems and
the interpretation of symptoms never observed before. And adaptation of a
diagnostic system to a new variation of a device has to be easy, systematic,
and reliable. It is pretty obvious that human capabilities to satisfy these
requirements are not simply based on empirically derived symptom-fault
associations. They stem from knowledge about the physical and techno-
logical principles underlying the (intended or deviating) functioning of an
artifact which allows one to systematically deduce fault hypotheses from
available observations even if the artifact is novel.

The key idea of model-based diagnosis is to explicitly represent this
knowledge as a model of the device structure and of the behavior of its
constituents and to organize diagnosis as an inference process based on this
model and the observed behavior. This approach created the demand for
and the possibility of developing a rigorous theoretical foundation for au-
tomated diagnosis. In particular, this comprises a formal characterization
of the goal and of the inferences that achieve the goal, given model-based
predictions and the actual observations of the artifact’s behavior. This is
the major accomplishment of the theoretical work in the field and also is
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one focus of the following presentation. It forms a necessary, but by no
means sufficient condition for the effective and efficient computation of di-
agnoses for any interesting application. Controlling the inference process
in an appropriate way is necessary to make it feasible and will be discussed,
as well. In our view, this is one of the current challenges in the field, which
must be tackled based on practical experience from complex real examples
and must aim at clean extensions of the theory (rather than replacing it
by informal heuristics).

Of course, the content and form of the system model is fundamental
to the approach. Problems involved in modeling physical systems were
mainly neglected in the first phase, often by treating examples of digital
circuits at the level of logical gates such that the required behavior models
could easily be accommodated by the logical formalism of the diagnostic
theory. For the majority of applications, however, especially those involving
dynamic systems, it is necessary to exploit other (mathematical) modeling
formalisms in the logical framework. Due to limited space, we confine the
discussion of these issues to the aspect of using multiple models in the
diagnostic process and refer to the literature on qualitative modeling ([23],
[15]) for a broader coverage. Work on appropriate modeling formalisms
is crucial for further progress in the area. It will lead to more powerful
theories and an extended scope of industrial applications, provided the
field does not back off from the challenges of real problems by seeking
hide either in elaboration of abstract theories or in unsystematic heuristic
special-purpose systems.

In the following section, we present the theoretical foundations for the
consistency-based approach to model-based diagnosis and a diagnostic sys-
tem that localizes faults by exploiting models of correct behavior only.
Section 3 extends the theory to include models of faulty behavior, as well,
thus enabling the identification of particular faults. Techniques for control-
ling the diagnostic process and their theoretical foundations are discussed
in section 4. Finally, open problems and suggested future work are pointed
out.

2 Consistency-based Diagnosis

A human expert, such as a car mechanic, uses prior experience with faulty
devices. Coming across a similar set of symptoms will trigger the memory
of a previous diagnostic case. If such prior knowledge is available, it can
be used as a shortcut. However, the mechanic is also capable of reasoning
about the expected behavior of the car’s subsystems at a much deeper level
of physical laws, known as first principles, and ‘pre-compiled’ behavior of
designed artifacts, second principles. Any deviation from the expected
behavior he considers to be caused by a fault.
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Predictions of Observations

the expected about actual

behavior behavior

Discrepancies

FIGURE 1 Discrepancy detection

The consistency-based approach to diagnosis takes exactly this view. A
model of the device is used to predict its expected behavior which can be
compared with the artifact’s actual behavior (Figure 1). If discrepancies are
detected, there is a diagnosis problem. The device was correctly designed
and built, but now it exhibits indications of malfunctioning. The diagnostic
task is to determine what is wrong in order to enable the re-establishment
of the intended functionality. Possible answers may be that certain device
components (or sets of them) are not working properly or that the device
was affected in an even more serious way by changing its structure. In
contrast to a broken wire, a bridge fault between two adjacent wires cannot
be identified as a malfunctioning component or component set. This sounds
difficult - and it is. Despite some attempts ([4], [18], [1]), the diagnosis of
structural faults that establish new interaction paths between components
is an open problem. In the absence of such faults, possible answers, called
diagnoses, can be stated in terms of broken components.

In this section we shall show how the model, i.e. the system description
of the respective artifact, and the concept of a diagnosis can be stated in
first order logic, and we shall present a system that implements the deriva-
tion of diagnoses from the system description and a set of observations.

2.1 System Description

Deviations from normal operation are faults. We assume that they are
caused by malfunctioning components. Two important ideas start from
this basic insight.

e First, we only need a model of the correctly functioning device, which
is easier to supply than anticipating all the different forms of malfunc-
tion.

e Second, the correct system behavior should be modelled component-
wise such that deviations can be traced back to individual compo-
nents.
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A system is considered to be composed of a set of components, COMPS.
We use first order logic for describing the behavior of components and ag-
gregates of components. Object constants and predicates allow us to name
individual components and specify the interactions between them. The
components interface with their environment through ports which can be
designated by functions. Unary predicates are used to identify the various
component types. A binary predicate, Value, is used to assign values to
parameters and variables. Explicitly identifying ports via equalities allows
specifying the device structure.

Example 1:
\
O
J X4

"

FIGURE 2 A full adder

The device in Figure 2 is a full adder. There are five gates and the
connecting wires. In this example, there is a one-to-one correspondence
between ports and variables (the input and output signals), and the
components do not have internal parameters or state variables. 1 and
0 designate high and low signals on the ports. A formal description
(which identifies ports and signals on them) may look as follows.
Domain Axioms (for ports in digital circuits)

Ve COMPONENT(z) =
[Value(Inputi(z),1) & Value(Inputi(z),0)
AValue(Inputs(z),1) ® Value(Inputa(x),0)

AValue(Output(z), 1) & Value(Output(z),0)],

where “@” denotes “exclusive or”.
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Behavior (of component types)
Ve ANDGATE((x) A ok(z) A Value(Inputi(x),1)
A Value(Inputy(z), 1) = Value(Output(z),1)
Ve ANDGATE((x) A ok(z) A Value(Input,(x),0)
= Value(Output(z),0)
Ve ANDGATE((x) A ok(z) A Value(Inputa(x),0)
= Value(Output(z),0)
Ve ORGATE(z) A ok(z) A Value(Input,(z),0)
A Value(Inputa(z),0) = Value(Output(z),0)

ete.
Parts
ANDGATE(A,), ANDGATE(A2), ORGATE(O),
XORGATE(X,), XORGATE(X>)
Structure
Inputy(X7) Inputi(A1), Inputa(X1) = Inputa(Ar),
Input1(X2) = Inputa(Asz), Inputa(Xa) = Inputi(Asg),
Output(X,) = Inputa(Xsz), Output(A;) = Inputs(0),
Output(A2) = Input;(0)

Because we are describing the correct behavior of components, we have
additionally introduced the predicate ‘ok’. The behavioral description
of a component C' contains ok(C') as an explicit precondition. This will
allow us to conclude —0k(C) , i.e. abnormal(C), when observations
contradict the values derived from the model.

All of the above sentences are part of the system description, SD.
Please note, that there is no canonical representation of a device. When
giving the above description we have already made some choices. For
example, we did not represent the wires between the gates and, hence,
neither their behavior nor the ok-predicate for them. Moreover, we
did not represent time explicitly, e.g. by introducing an argument
‘time’ for the value-predicate. As we shall see in detail later, the model
chosen to represent a device and its behavior is crucial for what kind
of diagnoses can be expected. We shall, for example, not be able to
diagnose a broken wire when no wire occurs in the conceptualization.

2.2 Diagnoses

In the absence of structural faults diagnosis means, at least, localizing mal-
functioning components. From the perspective of the task of fault locali-
zation, we only have to distinguish between two modes of behavior: the
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correct one and an arbitrary deviation from the correct behavior. Hence, in
this section, we consider only two modes for each component C', denoted by
ok(C) and —0k(C'). Following [10] we define diagnoses as complete mode
assignments to every component in the device. COM PS generally denotes
the set of all components in the device. This set is partitioned into the
subsets of correct and faulty components:

Definition 1 (Mode Assignment):
Let FAULTY C COMPS, OK C COMPS and FAULTY NOK = 0.

D(FAULTY,0K)=  /\ -ok(z)A /\ ok(x)
ceFAULTY r€EOK

is called a mode assignment w.r.t. COMPS. It is complete when
FAULTY UOK = COMPS.

For the sake of brevity, we shall often write complete mode assignments as
D(FAULTY, )= D(FAULTY,COMPS\ FAULTY)
Often we consider D(FAULTY,OK) as the set
{ok(z) |z € OK} U {—ok(z) |z € FAULTY}.

A diagnosis problem manifests itself when assuming all components are
working correctly (i.e. FAULTY = () contradicts a set of observations,
OBS:

SDUOBSUD®,COMPS)FL

A diagnosis assigns modes such that the inconsistencies are removed.

Definition 2 (Diagnosis):
Let FAULTY CCOMPS.
A diagnosis for a system description SD, observations OBS and com-
ponents COM PS is a complete mode assignment D(FAULTY, ) such
that
SDUOBSUD(FAULTY, )

is satisfiable.
Diagnoses can be numerous as we see in the following example.

Example 1 (continued):
Supplying the full adder with inputs and observing outputs as in
Figure 3 clearly states a diagnosis problem, because the system de-
scription SD together with the observations

OBS = {Value(Input;(X2),1), Value(Input,(X1),1),
Value(Inputa(A1),0), Value(Output(Xa), 1),
Value(Output(0),1)}
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1 \ 1
ARE
) " ?
0 A

FIGURE 3 Full adder with observations

and the mode assignment D((), COM PS) is not satisfiable.
All the complete mode assignments below are diagnoses in the sense of
Definition 2:

D({X2},), D({X1, A1}), D({X1, 42}, ), D({O, X1}, ),
D({X1, X2, A1}, ), D({X1, A1, Ao}, ), D({X1, A1, 0}, 1),
D({0, X1, Az}, ), D({X1, X2, Az}, ), D({O, X1, X2}, ),
D({0, X5, A1, A2}, ), D{O, X1, A1, Aq}, ),
D({0, X1, X5, A}, -), D({0O, X1, Xa, A1}, ),
D({A1, X1, X2, A}, ), D({A1, X1, X2, 42,0}, )

There are 16 diagnoses for this simple example! The search space of poten-
tial diagnoses is extremely large. There are 21€OMPS| potential diagnoses.
Obviously, a parsimonious representation is needed.

One may be surprised by the relatively large number of diagnoses, al-
though for the malfunctioning device only one of the diagnoses is the actual
one. A diagnosis system, however, is normally supplied only with partial
information (namely inputs and outputs of the whole adder). Often, many
variables describing the behavior of physical systems cannot be measured,
and only for a small fraction of the measurable ones observations are ac-
tually available. As a consequence, a diagnosis program will always have
to deal with sets of diagnoses rather than a unique diagnosis. Although
the set of diagnoses may be huge, the system should not miss a potential
diagnosis. In contrast to conventional diagnostic expert systems based on
symptom-fault associations supplied by human experts, model-based diag-
nosis systems greatly reduce the possibility of missing a diagnosis. This can
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only occur when a wrong observation is added or if the device model does
not cover the intended behavior completely. When an incomplete infer-
ence engine is used, some discrepancies may not be detected. In this case,
the set of diagnoses is larger than necessary but still contains all possible
diagnoses.

Not all of the above diagnoses are equally plausible. While

D({XQ}a )
only hypothesizes a fault in a single component,
D({A1)X1J XQ: AZ: O}a )

as an extreme case claims that all of them are broken. Intuitively, the
latter is less likely than the former, because one may assume that the
device has been working correctly before or has at least been designed
correctly. Therefore, a mode assignment implying a minimal deviation
from the normal state is arguably a better diagnosis than one that implies
everything is broken. This motivates the following definition.

Definition 3 (Minimal Diagnosis):
A diagnosis D(FAULTY,-) is minimal iff for no proper subset
FAULTY' C FAULTY, D(FAULTY',") is a diagnosis.

Example 1 (continued):
In the above example,

D({XQ}: ')’ D({XliAl}’ ')’ D({Xl’AZ}: '): and D({OaXl}a )

are minimal diagnoses.

The following lemma states that minimal diagnoses in a way represent all
diagnoses. One has to be aware, however, that even this set of minimal di-
agnoses can grow exponentially with respect to the number of components.

Lemma 1(Representation Lemma):
Let D(FAULTY,-) be a diagnosis. Then there exists a minimal diag-
nosis D(F AU LT Y min, -) such that FAULTY iy C FAULTY .

This is nicely illustrated in a lattice where each node denotes a set
FAULTY of malfunctioning components characterizing the diagnosis

D(FAULTY,-). The partial order among the lattice elements is defined by
set inclusion. Figure 4 shows the lattice for a device with four components
A, B,C, and D and three minimal diagnoses D({B},-}), D({A, D}, -}), and
D({A,C1},-}). All diagnoses in the shaded area are covered by minimal di-
agnoses. In contrast, the minimum cardinality diagnosis D({B},-) alone,

for instance, does not cover the diagnoses D({4, C, D}, ) and D({4,C}, ).
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{A,B,C,D}

(1A.B,C}) ({A.B,D}) ({A,C,D}) ({B,C,D})

FIGURE 4 Diagnosis-lattice with minimal diagnoses

One might conjecture that the converse of the representation lemma also
holds, namely that all supersets of minimal diagnoses are also diagnoses.
The following intuitive counterexample shows that this is not generally
true.

Example 2:

/‘\

FIGURE 5 Three light bulbs

A battery is connected in parallel by six wires to three lightbulbs (Fig-
ure 5). Suppose only the last bulb in the row, Bs, is lit. Clearly,
D({Bi, B3}, ) is a minimal diagnosis but D({ By, Bg, B3}, -) is not. Af-
ter all, Bs is lit, and, hence, not faulted.
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2.3 The General Diagnostic Engine

In [9] de Kleer and Williams described a diagnostic framework that com-
putes minimal diagnoses in the sense introduced above and subsequently
influenced almost all work in the field of model-based diagnosis. Their
general diagnostic engine, GDE

e computes candidates for diagnosis from minimal conflicts,i.e. min-
imal sets of component mode assumptions derived from detected in-
consistencies,

e handles multiple faults, in contrast to previous systems,

e exploits an assumption-based truth maintenance system (ATMS, [5])
to identify conflicting assumption sets, and

e uses it as a basis for determining optimal probing points.
In GDE, four major phases are organized in a cycle (see Figure 6):
e behavior prediction,
e conflict detection,
e diagnoses generation and ranking, and
e discrimination between diagnoses by additional measurements

Initial . Behavior

Observation Prediction
Conflict
Detection \‘
Diagnoses
Generation

Discrimination

Additional Observations J

FIGURE 6 The diagnostic cycle

We shall briefly discuss these phases and their relation to the concepts
introduced before.

2.3.1 Behavior Prediction

During behavior prediction, the system description (SD) and observations
(OBS) are used to derive conclusions about variable values. The process
is centered around the device components. Whenever sufficient informa-

11
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tion about variables at a component is available, conclusions about other
variables of the same component are drawn. Each of the conclusions is
derived from variable values and assumptions about the correct behavior.

Example 1 (continued):
From input values for a gate the output is computed like, for instance,

Value(Inputi(X1),1) A Value(Inputa(X1),1) A ok(X1)
= Value(Output(X1),0).

GDE’s predictive engine makes use of an ATMS ([5]) that serves as a repos-
itory for inferences. It caches propositional horn clauses as so-called jus-
tifications
ar A Aap = B

A distinguished subset ASSM of the set of propositional atoms, PROP,
is called assumptions: ASSM C PROP. Component modes like e.g.
ok(X1) are treated as assumptions. The set of atoms derivable from a set
of assumptions (a so-called environment) E is called context of F and
denoted by cat(E). All environments which allow for the derivation of the
constant L are considered inconsistent.

Reasoning in multiple contexts can be characterized as considering all
consistent contexts cat(FE) of all subsets & C ASSM. All propositions are
labeled with the complete set of minimal (w.r.t. set inclusion) consistent
environments from which they are derivable. l.e. for a proposition p its

label is defined as
Label(p) = {E C ASSM |(E is consistent A
Ap€cxt(E) N\VE' C E p¢ cxt(E"))}

Justifications are used to record the inferences performed by a problem
solver, in our case a predictive engine. The label of a proposition is com-
puted by propagating and combining environments in the network of justi-
fications using basic set operations. By caching inferences as justifications,
an inference is done once for the first context. It automatically holds in
each context that is characterized by a superset of its environments. When-
ever the antecedents hold in another context this causes just an update of
the label of the consequent proposition. Thus, expensive recomputation is
avoided.

However, labels the ATMS computes can grow big and hamper larger
applications. Focusing on interesting contexts ([12]) avoids this prob-
lem while maintaining the essential properties of assumption-based truth
maintenance.
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2.3.2 Conflict Detection

Whenever a variable v takes on contradictory values, say « and G | in
the same context, the supporting assumption set must be identified as a
nogood, i.e. an inconsistent environment. This is achieved by creating
justifications of the form

Value(v, ) A Value(v,5) = L
The ATMS computes and maintains a database of minimal nogoods.
Therefore, the identification of minimal conflicts is trivial for the diagnostic

engine; they are simply determined by the minimal nogoods, as shown in
the following example.

Example 1 (continued):
For the full adder in Figure 3, the ATMS records the justification

Value(Output(X2), 1) A Value(Output(Xs),0) = L.
Value(Output(X2),1) was given as an observation, hence it does not

depend on any assumption and, hence, holds for the empty environ-
ment. The ATMS records it as a fact:

Label(V alue(Output(X2), 1)) = {0}.
Please note, that this label implies that Value(Output(X2),1) holds
universally, 1.e. in all logical contexts. In contrast, the label
Label(V alue(Output(X2),1)) =0

means that there is no environment in which it holds.
For Value(Output(X3),0), the label

[{ok(X1), 0k(X2)}, {0k(A1), 0k(0), 0k(As), 0k(X2)}}
is computed because

Value(Inputi(X3), 1) A Value(Inputa(X2), 1) A ok(X3)
= Value(Output(Xa2),0),

and the labels of the antecedent nodes are
Label(Value(Input;1(Xs),1)) = {0},
Label(Value(Inputa(Xsq), 1)) {{ok(X1)}, {0ok(A1), 0k(O), 0k(A2)}},

and Label(ok(X3)) = {{ok(X2)}}.

ok(X3) only depends on the assumption that it holds, while the label
of Value(Inputs(Xs3),1) reflects the two different paths on which it
can be derived. Because of the observation Value(Output(Xs3), 1), any
assumption set supporting Value(Output(X3),0) is a conflict. Conse-
quently, the ATMS detects two minimal nogoods,

{{Ok(Xl): Ok(X2)}: {Ok(Al)’ 0]{7(0), Ok(A2): Ok(XQ)}}:

13
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Each of these nogoods states that (at least) one of the components
included must be faulty:

—0k(X1) V —0k(X3) and —0k( A1) V —0k(O) V —0k(A2) V —0k(X2).

These disjunctive clauses are called conflicts. As for diagnoses, we
shall sometimes consider conflicts as sets of incorrectness assumptions.
A conflict is minimal if it does not have a conflict as a proper subset.

2.3.3 Candidate Generation and Candidate Ranking

In a sense, minimal conflicts contain the essence of the detected discrep-
ancies between model and artifact behavior. The diagnostic information
contained in a single conflict is that at least one of the involved com-
ponents is misbehaving. A diagnosis must thus hypothesize a fault for
at least one of them. Hence, a minimal diagnosis D(FAULTY,-) is ob-
tained from the minimal conflicts CONFL,,...,CONFL, for any set
FAULTY C COMPS which is

a) a hitting set of the respective set of suspect components
COMPS; :={C; e COMPS|-0ok(C;) e CONFL;},
ie. Vi FAULTY NCOMPS; # 0
and b) minimal, i.e.

VFAULTY' Cc FAULTY = 3COMPS; FAULTY' NCOMPS; =0

Example 1 (continued):

The minimal hitting sets for the minimal conflicts we obtain for the
full adder are

{70k(X2)}, {—0k(X1), mok(A1)}, {—ok(X1), ~ok(O)},
{—ok(X1), ~ok(Az2)}.

This also illustrates that besides the single-fault diagnosis that X5 mis-
behaves multiple fault candidates are generated.

GDE computes hitting sets from minimal conflicts by simultaneously main-
taining the set of minimal hitting sets encountered so far. Unfortunately,
in the worst case both the set of minimal conflicts and the set of minimal
diagnoses grow exponentially in the number of device components. This
fact is illustrated by an algorithm for constructing minimal diagnoses which
we present in the following.
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The elements of a conflict disjunctively support the respective conflict

node (Figure 7),
—ok(B)
CONFL | CONFL ,
—0k(D)

FIGURE 7 Conflict nodes CON FL; and CON F Ly contructed from conflicts
{—0k( A1), ~0k(B),—0k(C)} and {—-0k(B), ~ok(D)}

—10k(A)
—10k(B)
—10k(C)

and the conflict nodes conjunctively support the resulting candidate node

Iy (Figure 8).

{{—0k(A)}} —ok(A) {{mok(A)}, 7 ok(B)}, £ ok(C)}}

- J— {{m0k(A),7 ok(D)}. £ ok(B)},
HP OB Tok®) CONFL 1IN {0k(C), ok(D)}}
{{=0k(C)}} —10k(C) —— :

I
——
CONFL 7
{{—ok(B), £ ok(D)}}

FIGURE 8 Candidate node I'y formed from conflict nodes
CONFL; and CONFL,

{{mok(B)}} T10k(B)

{{—ok(D)}} —10k(D)

Now the resulting AND-OR-tree is labeled. Each conflict element is labeled
with the set containing itself, e.g. —0k(A4) is labeled with {{—ok(A)}}.

Conflict nodes are labeled with the set of its antecedents’ labels, e.g.
Label(CONFLy) = {{—0k(A)}, {—0k(B)}, {—-0ok(C)}}.

Candidate nodes are labeled with the minimal set covers of their antecedent
nodes, e.g.

Label(T'y) = {{=0k(A), ~ok(D)}, {=ok(B)}, {~ok(C), ~ok(D)}}.

The AND-OR-tree construction and labelling can be implemented by
means of the ATMS. Conflict nodes are (disjunctively) justified by mul-
tiple justifications of the form

—0k(-) = conflict node

where —0k(-) is an element of a conflict.
Additional conflicts are handled as follows. First, a conflict node is
formed as above. In a second step the new conflict node and the last

15
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candidate node, in our case I'y, conjunctively justify a new candidate node:
candidate-node A new-conflict-node = new-candidate-node

Labelling proceeds as before. Computation of minimal diagnoses is then
done by the ATMS. This is both an easy and efficient way to implement
incremental diagnosis generation.

{{—0ok(A)}} —ok(A) {{mok(A)}, ok(B)}, £ ok(O)}}

{{mok(B)}} —10k(B) ——m=— CONFL | {{—0k(A),7 ok(D)}, £ ok(B)},
{mok©)}} —10k(€) ——— 7 > OO kD))

1
{{mok(B)}} T10k(B) — _\ -

{{mok(D)}} —okD) - CONFL2 2
{{mok(B), b ok(D)}} ok o]
—=0) ,71 0 s
(OO k@) ——a {=ok(B), ok(C)},

{{7ok(D)}} —10k(D) ——% {—0k(B),— ok(D)},
{{mok(C), £ ok(D)}} {=0k(C).— ok(D)} }

FIGURE 9 Candidate generation delegated to the ATMS

It is easily verified that the label of the last candidate node is exactly the set
of the sets FAULTY that specify the minimal diagnoses D(FAULTY, ).
Intuitively each candidate node selects one element from each antecedent
conflict.

In order to see that there may be exponentially many minimal candi-
dates, suppose we have 2n components C1, . .., Cs, and n pairwise conflicts
{—0k(C1), —0k(C2)}, {—0k(C3), ~0k(C4)}, ..., {70k(Can_1),70k(C2y,)} . Then
each conflict node is labeled with a set containing exactly two elements:
{{-0k(C2)}, {—0k(Cai+1)}}. Minimization of set covers does not remove
any of these elements since the elements of any two conflicts are different.
Hence, the labels grow by a factor of 2 with each step towards the final
candidate node. This has a label of size 2™.

In practice, the potential exponential blow up of the minimal candidate
sets hurts less than one would expect. The main reason seems to be that
the number of components involved in conflicts is usually quite small. One
possible explanation is that the devices to be diagnosed were designed by
humans. Therefore, the complexity of the device is limited by a human’s
capability to evaluate its design.

2.3.4 Discriminating between Diagnoses by Additional
Measurements

Normally, the diagnostic agent will have to discriminate between several

diagnoses. For instance, the single conflict

{—0k( A1), —0k(O), ~0ok(Az), ~ok(X2)}
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results in four minimal diagnoses:

D({Al}a ')a D({O}a ')a D({AZ}: ) and D({XZ}a )
And every superset of any of them is also a candidate.

Likelihood of component failures often is a valuable source of discrim-
inating information. If one can assume independence of faults in different
components, then the probability P(§) of a specific § = D(FAULTY, )
being the actual diagnosis is given by

Py = J[ P(ok(@C))- J[ Pok(C))
C,eFAULTY C,¢ FAULTY

The diagnostic system can start with manufacturer-supplied probabilities
for component failures. As new observations come in, however, it cannot
stick to the original probability values. Some of the components might
have become almost exonerated while others have become more and more
suspect. The necessary updates are computed according to Bayes’ rule.
Depending on the outcome of the measurement of a variable X the posterior
probability P(6| X = v) can be computed [9]:

0 if the candidate § predictsX # v
P|X=v)= { P(8)/ P(X =v) if 6 predicts X = v
P(8)/m if 6 is uncommitted w.r.t. variable X

In the last case, the number of different values m that the variable X can
take 1s used for a heuristic that assumes an even probability distribution
among these values. The definition of “predicts” is somewhat complicated.
A diagnosis é§ predicts X = v iff

e SDUOBS UJ$ is satisfiable, but
e SDUOBS U{X # v} U$ is not satisfiable.

We refrain from using the more natural formulation
SDUOBSUS = X=v

for the second condition because it requires a logically complete predictive
engine. The chosen definition allows one to encompass practically relevant
predictive mechanisms which most often are logically incomplete.

It is important to note that a diagnosis can predict a value notwith-
standing the fact that no particular fault is assumed or modelled. This is
because a candidate implies (most) components being correct, and, hence,
their models make predictions. Usually after taking a few measurements
the probabilities for individual component failures differ radically from the
initial ones. This indicates that the influence of initial probabilities is
small. Therefore, one might start with equal failure probabilities for all
components or with estimated values for a few component classes ([6]).

Based on the probabilistic ranking of diagnoses the system can decide
what informatio